BYWPBIK ORDER ITPUKA3

Ne 0249 oa 12.05.2021r.
Kazakcran PecrryOmikachl Nur-Sultan city ropoa Hyp-Cynran
Hyp-Cyrnran Kamnacht Republic of Kazakhstan Pecrry6mika Kazaxctan

On approval of Guidance material on aviation security and Checklist on
aviation security measures on the implementation of protection measures of
critical aircraft systems information and communication technology from
cyber threats in civil aviation of the Republic of Kazakhstan

In order to ensure the security of critical aircraft systems information and
communication technology from cyber threats in civil aviation of the Republic of
Kazakhstan, as well as in accordance with item 17 of article 10-2, approved by the
Law of the Republic of Kazakhstan dated 15 July 2010 Ne 339-1V «On Use of Air
Space of the Republic of Kazakhstan and Aviation Activity», subitem 14) of item
84-1 approved by the Decree of the Government of the Republic of Kazakhstan
dated October 23, 2017 Ne 673 for official use Aviation security Program of the
Civil Aviation of the Republic of Kazakhstan and also with item 4.9 of Chapter 4
of Appendix 17 «Security. Protection of International Civil Aviation from Acts of
Unlawful Interference» to the Convention on International Civil Aviation,
Chicago, 1944, and Chapter 18 of «Aviation Safety Guidelines» (ICAO, Doc
8973 12 edition), | ORDER:

1. Approve the attached documents on cybersecurity:

1) Guidance material on aviation security on the implementation of
protection measures of critical aircraft systems information and communication
technology from cyber threats in civil aviation of the Republic of Kazakhstan
according to Appendix 1;

2) Checklist on aviation security measures on the implementation of
protection measures of critical aviation systems information and communication
technologies from cyber threats in the civil aviation of the Republic of Kazakhstan
according to Appendix 2.

2. To the Deputy Director for aviation security, D. I. Espotanov, to provide:

1) placement «On approval of Guidance material on aviation security and
Checklist on aviation security measures on the implementation of protection
measures of critical aircraft systems information and communication technology
from cyber threats in civil aviation of the Republic of Kazakhstan» to the Internet
resource of JSC «Aviation Administration of Kazakhstany;
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2) providing Guidance material on aviation security on the implementation
of protection measures of critical aircraft systems information and communication
technology from cyber threats for civil aviation of the Republic of Kazakhstap;

3) control over the execution of this order.

3. This order comes into force from the date of signing.

Director General Griffiths Feter



